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OVERVIEW

Many privacy and data protection laws worldwide require organisations to
appoint a Data Protection Officer (DPO) or an equivalent role, such as a
Privacy Officer, to ensure legal requirements are properly implemented in

practice and to maintain accountability for compliance.

This overview outlines key global requirements and references the relevant
legislation, alongside a summary of the types of organisations covered

under each law.

It explains how the DPO role should be structured within an organisation,
the core responsibilities and expected qualifications of the role, and
whether there is an obligation to notify the relevant supervisory authority or

make the DPO’s contact details publicly available.
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mailto:commercial@gdprlocal.com

ABOUT GDPRLOCAL

GDPRLocal is a dynamic, forward thinking, professional Data
Protection Consultancy, providing expert advice and guidance in
all data protection and Al matters, relating to all frameworks

across all territories.

From our initial support for GDPR Article 27 Representative
services we have expanded our team to be able to offer support
for all frameworks including CCPA, 1ISO27001, SOC2, HIPAA and
Al Regulation. This unique capability ensures that you are able to
comply with all data protection regulations regardless of what
you do or where you operate.

Our team is our strength. Comprising of highly qualified Data
Protection Officers, each member brings a wealth of knowledge
and experience to the table. All our officers have a legal
background, which equips them with the necessary skills to

operate the complex landscape of data protection.




DATA PROTECTION OFFICER
THE ROLE

A Data Protection Officer (DPO) is an individual appointed by an organisation
to ensure compliance with the data protection laws and regulations. This role
acts as a point of contact between the organisation, data subjects, and
regulatory authorities.

The role of DPO is defined in Articles 37, 38, and 39 of the GDPR.

Unlike previous data protection roles, the GDPR DPO has a clearer legal
mandate, function, and license to operate. They are responsible for
overseeing data protection activities within an organisation and ensuring
compliance with the GDPR.

The GDPR DPO can be an internal employee or an external appointment.
Regardless of their arrangement, they must possess expert knowledge on
data protection and act independently to avoid conflicts of interest.




DPO REQUIREMENTS

Australia

Legal Privacy (Australian Government Agencies — Governance) APP Code
Instrument 2017

e Government agencies, except ministers, must appoint a privacy
officer.

e An agency may have one or more privacy officers.

e The privacy officer may serve as the required privacy champion,
which must be a senior official within the agency, or the two
positions may be separate.

e Provide advice on privacy matters

e Handle privacy inquiries, complaints and requests related to
personal information

¢ Maintain a record of the agency’s Pl holdings

e Assist with privacy impact assessments and maintain the agency’s
register of such assessments

e Assess the agency’s performance against the privacy management
plan at least annually

The Office of the Australian Information Commissioner’s “Privacy
Officer Toolkit” describes useful skills and expertise and offers
resources for privacy officers.

Training or
expertise



https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/government-agencies/australian-government-agencies-privacy-code/privacy-australian-government-agencies-governance-app-code-2017
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/government-agencies/australian-government-agencies-privacy-code/privacy-australian-government-agencies-governance-app-code-2017
https://education.oaic.gov.au/privacy-officer-toolkit/
https://education.oaic.gov.au/privacy-officer-toolkit/

DPO REQUIREMENTS

Albania

Legal
Instrument

Law no. 124/2024 (On Personal Data Protection) - Articles 33-34

The following entities must designate a DPO:
e Public authorities, except courts
e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale
e Controllers or processors whose core activities involve processing
sensitive data/criminal records on a large scale
Groups of companies can have the same DPO so long as each member
can easily access the officer.

e Provide advice on data protection issues

e Assist with impact assessment activities required by the law

e Advise on awareness-raising and training of staff that engage in
data processing

e Monitor compliance with the law

e Communicate with the Commissioner for the Right to Information
and Personal Data Protection

¢ Pay due attention to the risk of infringement of fundamental rights
and freedoms” that could result from data processing

e The DPO must have professional qualities, including knowledge of
data protection laws/practices.

e Training is provided by the Albanian School of Public
Administration or higher education institutions/professional
organizations that specialize in personal data protection.

Training or
expertise



https://idp.al/wp-content/uploads/2025/03/Law-no.124-2024.pdf

DPO REQUIREMENTS

Algeria

Legal Law No. 18-07 of 28 Ramadhan 1439 Corresponding to June 10, 2018
Relating to the Protection of Individuals in the Processing of Personal
Instrument Data

The amending law (No. 11-25) mandates that all data controllers
appoint DPOs.

Courts are exempt.

e Ensure that personal data is protected against destruction, loss,
alteration or unauthorized access.

e Assist with data protection impact assessments as required by law
for high-risk processing

e Coordinate and communicate with the National Authority

Training or
expertise



https://www.joradp.dz/FTP/JO-FRANCAIS/2018/F2018034.pdf
https://www.joradp.dz/FTP/JO-FRANCAIS/2018/F2018034.pdf
https://www.joradp.dz/FTP/JO-FRANCAIS/2018/F2018034.pdf

DPO REQUIREMENTS

Andorra
Legal Law 29/2021, of October 28, on the Protection of Personal Data -
Instrument Article 38

The following entities must appoint a DPO:

e Public authorities, except courts

e Companies or organizations that process personal data, including
automated processing that may have legal effects for natural
persons; special categories of data on a large scale; or “a
considerable amount of personal data of a national or
supranational scope”

Groups of companies can have the same DPO so long as each member
can easily access the officer.

Multiple public authorities can also rely on one DPO.

e Advise covered entities about the law

¢ Monitor policies related to data protection

e Raise awareness and train staff

e Provide advice related to impact assessments and ensure
implementation

e Communicate with the supervisory authority

Training or The DPO must have professional qualities, knowledge of the law and
expertise practice in data protection matters.



https://www.bopa.ad/bopa/033119/Pagines/CGL20211115_08_58_32.aspx
https://www.bopa.ad/bopa/033119/Pagines/CGL20211115_08_58_32.aspx

DPO REQUIREMENTS

Aland Islands

Legal
Instrument

General Data Protection Regulation Article 37-39

The following entities must appoint a DPO:

e Public authorities or bodies processing data, except courts

e Controllers or processors whose core activities require regular and
systematic monitoring of data subjects on a large scale or include
processing on a large scale of special categories of data

e Where required by EU member state law

DPO may be a staff member or contractor.

They must be resourced to carry out tasks and maintain expertise and
report to highest management level.

The DPO must not receive instructions or dismissal with regard to
their tasks.

They are bound by confidentiality.

Inform and advise on data protection requirements

Monitor compliance

Advise the organization on data protection impact assessments
Cooperate and communicate with the DPA and individuals

The DPO must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.

Training or
expertise



https://gdpr-info.eu/

DPO REQUIREMENTS

Barbados

Legal
Instrument

Data Protection Act, 2019-29 - Section 67-69

The following entities must appoint a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
sensitive data on a large scale

Groups of companies can have the same DPO so long as each member
can easily access the officer.

Multiple public authorities can also rely on one DPO.

DPOs may be staff members or contractors.

e Advise controllers and processors about their legal obligations
under the data privacy law

e Monitor compliance with the law and with the controller's policies

e Assist with the data protection impact assessment as requested
and monitor performance

e Cooperate and coordinate with the Data Protection Commissioner

Training or The DPO must have professional qualities, including expert
expertise knowledge of data protection law.



https://www.bartlettmorgan.com/wp-content/uploads/2020/12/Act-2019-29-Data-Protection-Act.pdf

DPO REQUIREMENTS

Belize

Legal
Instrument

Data Protection Act, 2021 - Articles 65-67

The following entities must designate a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
sensitive data on a large scale

The DPO may be a staff member or contractor.

Groups of companies can have the same DPO so long as each member
can easily access the officer.

Multiple public authorities can also rely on one DPO.

e Advise controllers and processors about their legal obligations

e Monitor compliance with the law and with the controller's policies

e Assist with the data protection impact assessment as requested
and monitor performance

e Cooperate and coordinate with the commissioner

Training or The DPO must have professional qualities, including expert
expertise knowledge of data protection law and practices.



https://www.nationalassembly.gov.bz/wp-content/uploads/2021/12/Act-No-45-of-2021-Data-Protection-Act.pdf

DPO REQUIREMENTS

Belarus

Legal

The Belarus Data Protection Act, Article 17
Instrument

All operators, which includes public authorities, "legal person[s] of
Scope the Republic of Belarus," and other organizations that process
personal data, must appoint a DPO.

Operators must appoint a DPO or establish a structural unit to comply
with the law.

Legal

Digital Code - Article 430
Instrument

The following entities must appoint a DPO:
e Public organizations
e Controllers and processors whose core activities require
monitoring subjects or processing sensitive data on a large scale

Entities that have a DPO are exempt from notifying the APDP of data
processing under Article 480.



https://www.dlapiperdataprotection.com/index.html?t=law&c=BY
https://www.dlapiperdataprotection.com/index.html?t=law&c=BJ

DPO REQUIREMENTS

Bermuda

Legal
Instrument

Personal Information Protection Act 2016 - Article 5

¢ Organizations, which include public and private entities that use
personal information, must designate a privacy officer.

¢ Organizations can share a privacy officer if they are under
common ownership or control.

e The privacy officer can then "delegate his duties" to others.

e Take responsibility for compliance with the act
Communicate with the commissioner

Legal
Instrument

Brazilian General Data Protection Law, Article 14

Scope Controllers must appoint a DPO.

e Receive and respond to complaints

e Communicate with the DPA

e Educate staff and contractors on personal data protection
practices

e Conduct other duties as prescribed by controller or set forth in
DPA rules



https://www.gov.bm/sites/default/files/Personal-Information-Protection-Act-2016.pdf
https://prod.iapp.org/resources/article/brazilian-data-protection-law-lgpd-english-translation/

DPO REQUIREMENTS

Cabo Verde

Legal
Instrument

Law 133/V2001 on the Protection of Personal Data

The following entities must appoint a DPO:

e Public bodies, except courts

e Controllers or processors whose core activities require
systematic/regular monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
special categories of data on a large scale or data involving

criminal convictions and offenses

Legal The Personal Information Protection and Electronic Documents Act
Instrument (PIPEDA)

e Organizations must designate an accountable individual.

¢ Organizations include an association, partnership, person and
trade union; the law applies to the personal information that they
collect, use or disclose in the course of commercial activities.

e The organization can delegate multiple accountable individuals.

e Other individuals may act on behalf of the designhated individual.

e Oversee and be accountable for the organization's compliance
with the act's principles
¢ Handle complaints or inquiries from individuals



https://www.cnpd.cv/wp-content/uploads/2025/03/DATA-PROTECTION-Law-133.pdf
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/

DPO REQUIREMENTS

Legal Personal Information Protection Law

Instrument Cyberspace Administration of China - Announcement of July 18, 2025

Entities that process personal information of more than 1 million

Scope individuals must appoint a DPO.

o Take personal responsibility for supervising personal information
handling activities

e Ensure total compliance with the PIPL

¢ Facilitate compliance audits as required by the PIPL

Training or The DPO must have professional qualifications related to personal
expertise information protection laws.

Colombia

Law 1581 of 2012

Legal

Instrument Decree 1377 of 2013 National Level

Controllers and processors must designate a person or area to

Scope perform data protection functions.

o Take responsibility for the personal data protection program

Tasks ¢ Handle data subjects' requests



https://digichina.stanford.edu/work/translation-personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/
https://www.cac.gov.cn/2025-07/18/c_1754553420421538.htm
https://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=49981
https://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=53646#0

DPO REQUIREMENTS

Cote D’lvoire

Legal
Instrument

Law 2013-450 on the Protection of Personal Data

DPOs are not required, but certain obligations are waived if the
Scope person responsible for the processing of information designates a
correspondent for the protection of personal data

Take responsibility for managing documents related to the processing
of personal data so that they are available for individuals upon
request

e The requirements for correspondents differ depending on whether
the individual is a "natural person" or a legal person.

Training or e Requirements generally include status under lvorian law,

expertise education and experience in the field, other skills and

qualifications, a clean criminal record and employment as a staff

member who meets certain criteria.



https://www.artci.ci/images/stories/pdf-english/lois_english/loi_2013_450_english.pdf

DPO REQUIREMENTS

Ecuador
Legal Ley Organica de Proteccion de Datos Personales
Instrument (Personal Data Protection Law)

The following must appoint a DPO:

e Public authorities

e Controllers or processors whose core activities require regular and
systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
on a large scale of special categories of data

Multiple entities can have the same DPO so long as there is no conflict
of interest.

The officer must report to the highest management level and cannot
be disciplined or fired for performing their functions.

e Advise controllers and processors on compliance with data
protection law

¢ Monitor compliance with the law and internal policies

e Assist with data protection impact assessments where requested

e Communicate and cooperate with the Superintendence of Data
Protection

Training or
expertise



https://www.dlapiperdataprotection.com/index.html?t=law&c=EC
https://www.dlapiperdataprotection.com/index.html?t=law&c=EC

DPO REQUIREMENTS

Legal
Instrument

Personal Data Protection Law Articles 8-9

The legal representative of any controller or processor must appoint a

Scope DPO for that legal entity.

o Take charge of application of the law

¢ Monitor compliance and procedures

e Receive and respond to data subjects' requests

e Evaluate personal data protection systems, document results and
issue recommendations

e Maintain personal data records

o Take corrective actions for violations

e Train staff

¢ Implement security procedures

o Liaise with the DPA, notify DPA of infringements and implement
decisions

Training or

. The DPO must be a competent employee of the entity.
expertise



https://www.acc.com/sites/default/files/program-materials/upload/Data%20Protection%20Law%20-%20Egypt%20-%20EN%20-%20MBH.PDF

DPO REQUIREMENTS

Ethiopia

Legal
Instrument

Personal Data Protection Proclamation No. 1321/2024 - Section 40

The following entities must designate a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
sensitive data on a large scale

Multiple entities can have the same DPO so long as each member can
easily access the officer.
Multiple government bodies can have the same DPO.

o Assist the processor and controller in complying with legal data
processing requirements

e "Facilitate capacity building" of the staff that performs data
processing

o Assist with the data protection impact assessment as required

e Communicate with the DPA

Training or

. The DPO must have academic and professional qualifications.
expertise



https://justice.gov.et/en/law/personal-data-protection-proclamation/

DPO REQUIREMENTS

EU and EEA Member States

Legal

General Data Protection Regulation
Instrument

The following entities must appoint a DPO:

e Public authority or body processing data, except courts

e Controllers or processors whose core activities require regular and
systematic monitoring of data subjects on a large scale or include
processing on a large scale of special categories of data

e Where required by EU member state law

The DPO can be a staff member or contractor.

They must be resourced to carry out tasks and maintain expertise.
The DPO must report to highest management level.

The DPO must not receive instructions or dismissal with regard to
their tasks.

They are bound by confidentiality.

¢ Inform and advise on data protection requirements

e Monitor compliance

e Advise organization on data protection impact assessments
e Cooperate with the DPA

e Serve as contact for individuals and the DPA

The DPO must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.

Training or
expertise



https://gdpr-info.eu/

DPO REQUIREMENTS

Faroe Islands

Legal Act on the Protection of Personal Data (Data protection Act)
Instrument Act no. 80 of June 7, 2020, Articles 53-58

The following entities must designate a DPO:

e Public authorities

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
sensitive data on a large scale

Multiple companies can have the same DPO so long as each member
can access the officer.
Multiple public authorities can also rely on one DPO.

e Advise controllers and processors about their legal obligations

e Monitor compliance with data protection laws/provisions

o Assist with the data protection impact assessment as requested
and monitor performance

e Cooperate and coordinate with the DPA

Training or The DPO must have professional qualities, including expert
expertise knowledge of data protection law and practices.



https://dat.cdn.fo/savn/opccxh1q/act-on-the-protection-of-personal-data-data-protection-act-act-no-80-on-the-7-june-2020.pdf?s=npz6Af6yDTe-q09LB1mBPmpL3_E
https://dat.cdn.fo/savn/opccxh1q/act-on-the-protection-of-personal-data-data-protection-act-act-no-80-on-the-7-june-2020.pdf?s=npz6Af6yDTe-q09LB1mBPmpL3_E

DPO REQUIREMENTS

Legal Law No. 025/2023 of 09/07/2023 amending Law No. 001/2011 of
Instrument September 25, 2011 on the Protection of Personal Data

The following entities must designate a DPO:

e Public bodies, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
special categories of data on a large scale or data involving
criminal convictions and offences

e Advise on compliance with the data protection law and monitor
for compliance

e Assist with data protection impact assessments

e Cooperate with the DPA

Training or The DPO must be qualified based on knowledge of the law and data
expertise protection.



https://www.afapdp.org/wp-content/uploads/2012/01/Gabon-Loi-relative-%C3%A0-la-protection-des-donn%C3%A9es-personnelles-du-4-mai-20112.pdf
https://www.afapdp.org/wp-content/uploads/2012/01/Gabon-Loi-relative-%C3%A0-la-protection-des-donn%C3%A9es-personnelles-du-4-mai-20112.pdf

DPO REQUIREMENTS

Georgia

Legal
Instrument

Law of Georgia on Personal Data Protection - Article 33

Controllers/processors that process data or monitor behavior on a
large scale must designate a DPO, as well as the following specific
entities:

e Public institutions

¢ Insurance organizations

e Commercial banks

e Micro-finance organizations

e Credit bureaus

¢ Electronic communication companies
e Airlines/airports

e Medical institutions

The DPO may be an employee or contractor; they may be permitted to
hold other positions so long as there is no conflict of interest.

e Advise controllers and processors on data protection

¢ Help develop internal regulations and assist with data protection
impact assessments as required

e Handle applications and requests related to data processing

e Coordinate and communicate with the Personal Data Protection
Service

¢ Provide individuals with their data processing rights as requeste

Training or

. The DPO must have appropriate knowledge of data protection.
expertise



https://matsne.gov.ge/en/document/view/5827307?publication=2

DPO REQUIREMENTS

Ghana

Legal

Data Protection Act Section 58
Instrument

e Data controllers may appoint a data protection supervisor.

Scope e The supervisor may be an employee.

Tasks Monitor compliance with the act

Training or

. The DPO must be certified and qualified; specified by the commission.
expertise

Glbraltar

Legal
Instrument

Data Protection Act 2004 - Articles 78-80

e Any controller, unless it is a court or other judicial authority

Scope e Multiple controllers can have the same DPO.

e Advise controllers and processors on their legal obligations

e Assist with data protection impact assessments required by law

e Cooperate and coordinate with the commissioner

e Monitor compliance with the internal policies of the controller
and the data protection law

Training or The DPO must have expert knowledge of data protection law and
expertise practices and the ability to perform the required tasks.



https://nita.gov.gh/wp-content/uploads/2017/12/Data-Protection-Act-2012-Act-843.pdf
https://nita.gov.gh/wp-content/uploads/2017/12/Data-Protection-Act-2012-Act-843.pdf
https://nita.gov.gh/wp-content/uploads/2017/12/Data-Protection-Act-2012-Act-843.pdf
https://www.gibraltarlaws.gov.gi/legislations/data-protection-act-2004-1046

DPO REQUIREMENTS

Guernsey

Legal
Instrument

The Data Protection (Bailiwick of Guernsey) Law, 2017 - Part VIII

The following entities must designate a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require/involve
monitoring data subjects systematically or on a large scale

e Controllers or processors whose core activities involve processing
special category data on a large scale

Other controllers or processors may voluntarily designate a DPO.
Multiple public authorities can rely on a single DPO.

Multiple controllers and processors can also have the same DPO so
long as each member can access the officer and the DPO's time is
adequately divided among members.

e Advise on the legal duties of the controller/processor as it relates
to data protection

e Monitor compliance with all relevant data protection laws as well
as the policies of the entity

e Advise on data protection impact assessments as requested

e Communicate and coordinate with the DPA

Training or

. DPOs must have professional skills, knowledge and abilities.
expertise



https://www.guernseylegalresources.gg/CHttpHandler.ashx?documentid=80494

DPO REQUIREMENTS

Legal

Digital Personal Data Protection Act
Instrument

¢ Significant data fiduciaries - those designated by the government
based on factors such as the volume and sensitivity of data
processed and the risk to individuals/the state - must appoint a
DPO.

e The DPO must be based in India.

e Represent the covered entity as it relates to the Digital Personal
Data Protection Act

¢ Be the point of contact for the governing body and for individuals
using the "grievance redressal mechanism"

Training or

. DPOs must have professional skills, knowledge and abilities.
expertise



https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf

DPO REQUIREMENTS

Isle of Man

Legal
Instrument

General Data Protection Regulation (Articles 37-39)

The following entities must appoint a DPO:

e Public authorities or bodies that process data, except courts

e Controllers or processors whose core activities require regular and
systematic monitoring of data subjects on a large scale or include
processing on a large scale of special categories of data

e Where required by EU member state law

The DPO may be a staff member or contractor.

They must be resourced to conduct tasks and maintain expertise.
The DPO must report to highest management level.

The DPO must not receive instructions or dismissal with regard to
their tasks.

The DPO is bound by confidentiality.

Inform and advise on data protection requirements
Monitor compliance

Advise organization on data protection impact assessments
Cooperate and communicate with the DPA and individuals

The DPO must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.

Training or
expertise



https://gdpr-info.eu/

DPO REQUIREMENTS

Israel

Legal Protection of Privacy Regulations 5777-2017 (pursuant to Article 36 of
Instrument the Protection of Privacy Law 5741-1981)

The following entities must appoint a data security officer under the
privacy law/regulations:

e "(1) a possessor of five databases that require registration under
section 8;

e (2) a public body as defined in section 23,

¢ (3) abank, an insurance company, a company involved in rating or
evaluating credit."

The data security officer reports to the individual who manages the
database.

e Create security procedures for the database
e Develop and implement a plan for compliance with the laws and
regulations

Training or The security supervisor cannot be someone "convicted of an offense
expertise involving moral turpitude or an offense of the provisions of this Law."



https://www.gov.il/BlobFolder/legalinfo/data_security_regulation/en/PROTECTION%20OF%20PRIVACY%20REGULATIONS.pdf
https://www.gov.il/BlobFolder/legalinfo/data_security_regulation/en/PROTECTION%20OF%20PRIVACY%20REGULATIONS.pdf

DPO REQUIREMENTS

Jamaica

Legal
Instrument

Data Protection Act 2020 - Article 20

The following entities must appoint a DPO:

e Public authorities
o Data controllers who process sensitive personal data or data
involving criminal convictions

e Ensure that controllers comply with data privacy standards
e Communicate and consult with the commissioner

e Correct violations of the data privacy law

e Assist data subjects in exercising their rights

Training or The DPO must be appropriately qualified and cannot have any
expertise conflicts of interest.



https://japarliament.gov.jm/attachments/article/339/The%20Data%20Protection%20Act,%202020.pdf

DPO REQUIREMENTS

Jersey

Legal
Instrument

Data Protection (Jersey) Law 2018 - Part 5

The following entities must appoint a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
special category data on a large scale

e Other entities as required by law

The DPO can be an employee or contractor.

A group of controllers or processors, including public authorities, can
have the same DPO so long as the officer is easily accessible to data
subjects, the DPA and individual controllers/processors.

e Advise controllers and processors about their legal obligations

e Monitor for compliance with data protection laws/provisions and
internal policies, including staff training

e Assist with data protection impact assessments as requested

e Serve as the point of contact for data subjects seeking to exercise
their rights under the data protection law

e Cooperate and coordinate with the DPA

Training or The DPO must be qualified with expert knowledge of data protection
expertise law and practices.



https://www.jerseylaw.je/laws/current/search?size=n_50_n

DPO REQUIREMENTS

Jordan

Legal
Instrument

Personal Data Protection Law No. 24 of 2023 - Article 11

The following entities must appoint a DPO:

e Controllers whose primary activity is to process personal data

e Those who process sensitive personal data, the data "of persons
who lack legal capacity," or data "that includes financial
information”

e Those transferring data outside Jordan

e Otherinstances in which the Personal Data Protection Council
decides that a controller must appoint a DPO

e Monitor data protection processes to ensure compliance with data
privacy laws and regulations

¢ Facilitate "aregular evaluation and examination for the Data Bases
systems, the Data Processing Systems and the Systems for the
protection of security and integrity and protection of the Data"
and implement recommendations as a result

e Coordinate and communicate with the relevant authorities

e Coordinate data access requests and allow data subjects to
exercise their rights under the data protection law

Training or
expertise



https://www.modee.gov.jo/EBV4.0/Root_Storage/EN/1/PDP_Law_-_English_Version-_officail_translation.pdf

DPO REQUIREMENTS

Kazakhstan

Legal

No 94-V (On Personal Data and Their Protection) - Article 25
Instrument

Owners and operators who are legal entities must appoint a person
Scope responsible for organizing the processing of personal data, unless the
processing is part of court proceedings.

e "Exercise internal control over the observance by the owner
and/or operator" to ensure that they are complying with the data
protection law

e Explain the legal requirements imposed by the law

e Coordinate the "appeals from persons or their legal
representatives”

Training or
expertise



https://adilet.zan.kz/eng/docs/Z1300000094#:~:text=The%20Law%20of%20the%20Republic,94-V.&text=This%20Law%20regulates%20the%20public,and%20protection%20of%20personal%20data.

DPO REQUIREMENTS

Kenya

Legal
Instrument

Data Protection Act No. 24 of 2019 - Article 24

The following entities must appoint a DPO:

e Public or private bodies, except for courts acting in their judicial
capacity

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects

e Controllers or processors whose core activities involve processing
sensitive personal data

The DPO can be a staff member and may have other duties so long as
they do not create a conflict of interest.

Multiple public authorities can rely on a single DPO.

Multiple controllers and processors can also have the same DPO so
long as each member can easily access the officer.

e Advise on data processing requirements under the data protection
law

e Ensure that the controller or processor complies with the law

¢ Facilitate capacity building of staff involved in data processing
operations

e Assist with data protection impact assessments

e Communicate and coordinate with the Data Protection
Commissioner

Training or A qualified DPO will have knowledge and technical skills in matters
expertise relating to data protection.



https://www.kentrade.go.ke/wp-content/uploads/2022/09/Data-Protection-Act-1.pdf

DPO REQUIREMENTS

Kosovo

Legal
Instrument

Law No. 06/L-082 on the Protection of Personal Data - Chapter X

The following entities must appoint a DPO:

e Public bodies, except courts

e Controllers or processors whose core activities require
systematic/regular monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
special categories of data on a large scale or data involving
criminal convictions and offenses

The DPO can be an employer or a contractor.

Groups of companies can have the same DPO so long as each member
can access the officer.

Multiple public bodies can also rely on one DPO.

e Advise controllers and processors about their legal obligations

e Assist with data protection impact assessments as appropriate

e Cooperate and coordinate with the Information and Privacy
Agency

Training or The DPO must have professional qualifications, including expertise in
expertise data protection law.



https://gzk.rks-gov.net/ActDocumentDetail.aspx?ActID=18616

DPO REQUIREMENTS

Macedonia

Legal
Instrument

Law on Personal Data Protection - Articles 41-43

The following entities must designate a DPO:

e State administration bodies, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
special categories of data on a large scale or data involving
criminal convictions and offenses

The DPO can be an employee or contractor.

Groups of companies can have the same DPO so long as each member
can easily access the officer.

Multiple public authorities can also rely on one DPO.

e Advise controllers and processors about their legal obligations

e Monitor compliance with data protection laws/regulations, as well
as the policies of the controller or processor

e Assist with data protection impact assessments as requested

e Cooperate and coordinate with the Personal Data Protection
Agency

e The DPO must have professional qualities, including expert
knowledge of personal data protection law.

e The law includes additional requirements, including command of
Macedonian, a record free of convictions, a certain level of
education and practical skills.

Training or
expertise



https://azlp.mk/wp-content/uploads/2022/12/lpdp_2020.pdf

DPO REQUIREMENTS

Malaysia

Legal
Instrument

Personal Data Protection Act Amendment of 2024

Scope Controllers and processors must appoint one or more DPOs.

Tasks Remain accountable for compliance with the data protection law

Mauritius

Legal

Data Protection Act 2017 - Section 22 (2) (e)
Instrument

Every controller must designhate an officer as part of their duties

Scope under the act.

Tasks Take responsibility for data protection compliance

Mexico

Legal Federal Law on Protection of Personal Data
Instrument Held by Private Parties - Article 3

All data controllers must designate a person or department

Scope responsible for data protection.

e Process requests from data subjects
e Promote data protection within the organization

Y WY rrrr

Tasks



https://www.pdp.gov.my/ppdpv1/akta/akta-pdppindaan-2024/
https://rm.coe.int/dpa-2017-maurice/168077c5b8
https://prod.iapp.org/media/pdf/knowledge_center/Mexico_Federal_Data_Protection_Act_July2010.pdf
https://prod.iapp.org/media/pdf/knowledge_center/Mexico_Federal_Data_Protection_Act_July2010.pdf

DPO REQUIREMENTS

Montenegro

Legal

Personal Data Protection Law 79/08 and 70/09
Instrument

Controllers who establish an automatic personal data filing system
Scope must appoint a responsible person, unless they have fewer than 10
employees conducting personal data processing.

New Zealand

Legal

Privacy Act 2020 - Part 9, Section 201
Instrument

e Agencies must appoint one or more privacy officers.

e An agency that is an individual collecting or holding personal
information solely in connection with the individual's
personal/domestic affairs is exempt.

e The individual may be within or outside the agency.

e Encourage compliance with the Information Privacy Principles
¢ Handle individual requests made to the agency

e Liaise with the DPA on investigations

e Ensure compliance with the act



https://www.cbcg.me/slike_i_fajlovi/eng/fajlovi/fajlovi_brzi_linkovi/propisi/laws/other/zakon_zastita_podataka_22-17en.pdf
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html

DPO REQUIREMENTS

Legal
Instrument

Data Protection Regulation 2019 - Section 3.1.2

e Every data controller must designate a DPO.

Scope e The DPO must be a staff member or contracted firm/individual.

Ensure compliance with the regulation and the controller's data

Tasks protection directives

Training or DPOs and those involved in data processing must continuously
expertise participate in capacity building.

Legal
Instrument

Law No. 81 on Personal Data Protection 2019

Scope Governmental entities and banks must appoint a DPO.



https://nitda.gov.ng/wp-content/uploads/2020/11/NigeriaDataProtectionRegulation11.pdf
https://www.gacetaoficial.gob.pa/pdfTemp/28743_A/GacetaNo_28743a_20190329.pdf

DPO REQUIREMENTS

Philippines

Legal
Instrument

Data Privacy Act of 2012 - Section 21(b)

e Personal information controllers must designate an accountable
Scope individual.
e The organization can designate one or more individuals.

Tasks Account for the organization's compliance with the act

Republic of Congo

Legal
Instrument

Law 29-2019 on the Protection of Personal Data

The following entities must designate a DPO:

e Public entities
o Entities that process particular data on a large scale or whose
operations require regular and systematic follow-up



https://privacy.gov.ph/data-privacy-act/
https://www.sgg.cg/JO/2019/congo-jo-2019-45.pdf

DPO REQUIREMENTS

Republic of Moldova

Legal Law No. 195 of 25-07-2024 on the Protection of
Instrument Personal Data - Section 4 (Articles 37-39)

The following entities must designate a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose main activities include
processing special categories of data on a large scale or data
involving criminal convictions and offenses

The DPO can be an employee or a contractor.

Groups of companies can have the same DPO so long as each member
can access the officer.

Multiple public authorities can also rely on one DPO.

e Advise controllers and processors about their legal obligations

e Monitor compliance with data protection laws and the controller's
policies

e Assist with data protection impact assessments as requested

e Cooperate and coordinate with the National Centre for Personal
Data Protection

Training or The DPO must have professional qualifications including specialist
expertise knowledge of and practice in the field of personal data protection.



https://www.legis.md/cautare/getResults?doc_id=144681&lang=ro
https://www.legis.md/cautare/getResults?doc_id=144681&lang=ro
https://www.legis.md/cautare/getResults?doc_id=144681&lang=ro

DPO REQUIREMENTS

Legal

Data Protection Act - Section 22.1.1
Instrument

e Operators, which are legal entities, must appoint a DPO.

Scope e The DPO must be accountable to the operator's executive body.

e Organize the processing of personal data

e Exercise internal control over compliance with personal
datarelated legislation

e Educate the operator and employees regarding personal data-
related requirements

e Handle data subject requests

Training or
expertise



https://www.dlapiperdataprotection.com/index.html?t=law&c=RU

DPO REQUIREMENTS

Rwanda
Legal Law No. 058/2021 - Protection of Personal Data
Instrument and Privacy Law - Article 41

The following entities must designate a DPO:

e Public bodies, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
sensitive personal data and data relating to convictions

Groups of companies can have the same DPO so long as each member
can access the officer.

Multiple public authorities can also rely on one DPO.

The DPO may be a staff member or contractor.

Advise controllers and processors about their legal obligations
Monitor compliance with data protection laws/regulations
Assist with data protection impact assessments as requested
Cooperate and coordinate with supervisory authorities

Training or The DPO must have professional qualities and expert knowledge of
expertise personal data protection.



https://www.risa.gov.rw/data-protection-and-privacy-law
https://www.risa.gov.rw/data-protection-and-privacy-law

DPO REQUIREMENTS

San Marino

Legal
Instrument

Law 171/2018 - Articles 38-40

The following entities must designate a DPO:

e Public authority or body processing data, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
on a large scale of special categories of data

The DPO can be a staff member or contractor.

They must be resourced to carry out tasks and maintain expertise, and
report to highest management level.

The DPO must not receive instructions or be dismissed with regard to
the performance of their tasks.

They are bound by confidentiality.

¢ Inform and advise on data protection requirements

e Monitor compliance with the data protection law and internal
policies of the controller

e Advise organization on data protection impact assessments

e Train staff

e Cooperate with the DPA

e Serve as contact for individuals and the DPA

DPOs must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.

Training or
expertise



https://www.consigliograndeegenerale.sm/on-line/home/scheda17161069.html

DPO REQUIREMENTS

Saudi Arabia

Personal Data Protection Law

Legal
Instrument The Implementing Regulation of the PDPL

The following entities must appoint a DPO:

e Public entities that process personal data on a large scale

e Controllers or processors whose core activities require
regular/continuous monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
sensitive data

The DPO can be a staff member or contractor.

e Monitor and ensure that the PDPL is implemented

e Communicate with the competent authority

e Assist with "impact assessment procedures, audit reports, and
evaluations"

e Enable data subjects to exercise their rights under the PDPL

Training or
expertise



https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf
https://sdaia.gov.sa/en/SDAIA/about/Documents/ImplementingRegulation.pdf

DPO REQUIREMENTS

Serbia

Legal
Instrument

Law of Protection of Personal Data - Articles 56-58

The following entities must implement a DPO:

e Public authorities, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities involve processing
on a large scale of special categories of data or personal data
relating to criminal convictions and offenses

The DPO can be a staff member or contractor.
They must report to the head controller or processor.

¢ Inform and advise on data protection requirements

e Monitor implementation of the law and regulations on protection
of personal data

e Advise, when requested, on data protection impact assessment
and actions taken based on assessment

e Cooperate and communicate with the commissioner and data
subjects

e Maintain confidentiality of personal data

Training or The DPO must have professional knowledge, experience in the field
expertise and the ability to perform required tasks.



https://www.poverenik.rs/sr/

DPO REQUIREMENTS

Singapore

Legal

Personal Data Protection Act - Section 11(3)
Instrument

e To comply with the law, organizations must designate individual(s)
to be responsible for ensuring compliance.

¢ Organizations include any individual, company, association, or
body of persons.

e The data protection law governs the collection, use and disclosure
of personal data by organizations.

e The duties can be performed by one person or a team.

Tasks Ensure that the organization complies with the data protection law

Training or

. DPO Competency Framework and Training Roadmap
expertise

South Africa

Legal

Protection of Personal Information Act - Chapter 5, Part B
Instrument

Public and private bodies must designate an information officer, as

Scope well as any deputy information officers that are needed.

e Encourage lawful processing of personal information

¢ Handle individual requests

e Coordinate and communicate with regulator on investigations

e Otherwise ensure compliance with the act and perform additional
duties as prescribed



https://sso.agc.gov.sg/Act/PDPA2012
https://www.pdpc.gov.sg/help-and-resources/2020/03/dpo-competency-framework-and-training-roadmap
https://www.gov.za/sites/default/files/gcis_document/201409/3706726-11act4of2013protectionofpersonalinforcorrect.pdf

DPO REQUIREMENTS

South Korea

Legal

Personal Information Protection Act - Article 31(1)
Instrument

Scope Personal information controllers must designate a privacy officer.

e Take charge of data processing

o Establish a data protection plan

e Survey data processing practices and improve data processing

e Address grievances with data processing

e Build controls to prevent misuse of personal data

e Educate staff about data protection

¢ Protect, control and manage data files

¢ Implement corrective measures for violations and report them to
head of organization

Training or
expertise



https://elaw.klri.re.kr/eng_service/lawView.do?hseq=53044&lang=ENG

DPO REQUIREMENTS

Seychelles

Legal
Instrument

Data Protection Act 2023 - Articles 45-46

The following entities must designate a DPO:

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale or

e Controllers or processors whose core activities involve processing
special categories of data on a large scale

Multiple data controllers can designate the same individual as their
DPO.

e Monitor data protection processes to ensure compliance with data
privacy laws

e Coordinate and communicate with the commission

e Communicate with data subjects and handle disputes

Training or A qualified DPO will have knowledge of data protection law and
expertise practice in the field.



https://www.gazette.sc/sites/default/files/2023-12/Act%2024%20-%202023%20-%20Data%20Protection%20Act%202023.pdf

DPO REQUIREMENTS

Sri Lanka

Legal
Instrument

Personal Data Protection Act No. 9 of 2022 - Article 20

The following entities must appoint a DPO:

e Ministries, government departments, or public corporations
(except courts)

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects

e Controllers or processors whose core activities involve processing
special categories of data

e Controllers or processors whose core activities include processing
that results "in a risk of harm affecting the rights of the data
subjects protected under this Act"

Groups of companies can have the same DPO so long as each member
can access the officer.
Multiple public authorities can also rely on one DPO.

e Advise controllers and processors about their legal obligations
and ensure compliance with the data privacy law

e Coordinate capacity building of staff for data processing

e Assist with personal data protection impact assessments

e Cooperate with the DPA

The DPO must be academically and professionally qualified, including
Training or "competency and capacity to implement strategies and mechanisms
expertise to respond to inquiries and incidents related to processing of
personal data."



https://www.parliament.lk/uploads/acts/gbills/english/6242.pdf

DPO REQUIREMENTS

Thailand

Legal
Instrument

Personal Data Protection Act - Section 41-42

The following entities must designate a DPO:

e Controllers or processors that are public authorities

e Controllers or processors whose activities require regular
monitoring of personal data on a large scale

e Controllers or processors whose core activities involve processing
sensitive data

Affiliated controllers and processors can designate a single DPO.

The officer can be a staff member or contractor but must be provided
with adequate tools, equipment and data access.

The DPO must report to the chief executive and be protected from
dismissal for performing tasks.

e Give advice with respect to compliance with the act

¢ Investigate data processing for compliance with the act

e Cooperate with the regulator

e Maintain confidentiality of personal data

e Other duties as assigned that do not conflict with duties under the
act

Training or Regulators may prescribe qualifications related to knowledge or
expertise expertise.



https://www.mdes.go.th/uploads/tinymce/source/%E0%B8%AA%E0%B8%84%E0%B8%AA/Personal%20Data%20Protection%20Act%202019.pdf

DPO REQUIREMENTS

Legal
Instrument

Tanzania

Personal Data Protection Act - Section 27(3)

The Personal Data Protection Regulation, 2023

Scope

Controllers and processors must appoint a DPO.

Legal
Instrument

e Ensure that processing complies with the data protection law
¢ Facilitate applications and complaints from data subjects

¢ File quarterly compliance reports to the commission

e Report violations of the Personal Data Protection Act or the
Regulations

Data Protection and Privacy Act - Article 6

Scope

Institutions (i.e., covered entities other than individuals or public
bodies) must appoint a DPO.

Tasks

Ensure compliance with the act



https://www.pdpc.go.tz/media/media/THE_PERSONAL_DATA_PROTECTION_ACT.pdf
https://pdpc.mikutano.co.tz/media/media/GN_NO._449C_OF_2023_3_1_2_nplftvq.pdf
https://ulii.org/en/akn/ug/act/2019/9/eng@2019-05-03

DPO REQUIREMENTS

Ukraine

Legal

Data Protection Law - Article 24(2)
Instrument

The following entities must appoint a DPO:

e State and local governments

e Controllers and processors that process data of particular risk to
the rights and freedoms of data subjects.

e The law excludes sole traders, including doctors, attorneys, and
notaries, which are personally responsible.

e Organize the work related to personal data protection

¢ Inform and advise the controller or processor on observance of
the legislation

e Cooperate with the Ukrainian Parliament Commissioner for
Human Rights and appointed officials on compliance

Training or
expertise



https://www.theioi.org/search?q=ukraine

Legal
Instrument

Training or
expertise

DPO REQUIREMENTS

United Arab Emirates (Abu Dhabi)

ADGM Data Protection Regulations - Articles 35-37

Controllers or processors must appoint a DPO in the following
circumstances:

e Processing by public authority or body, except courts

e Core activities require regular and systematic monitoring of data
subjects on a large scale

e Core activities include processing on a large scale of special
categories of data

The officer may be a staff member or contractor.

The DPO may be appointed by a single entity or a group of entities.
The DPO does not need to be a resident within Abu Dhabi Global
Market.

¢ Inform and advise on data protection requirements

e Monitor compliance

e Raise organizational awareness and train staff

e Advise organization on data protection impact assessments

e Cooperate with the Commissioner of Data Protection

e Serve as contact point for data subjects and the commissioner

The DPO must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.



https://adgmen.thomsonreuters.com/rulebook/data-protection-regulations-2021

DPO REQUIREMENTS

United Kingdom

Legal

U.K. General Data Protection Regulation - Articles 37-39
Instrument

The following entities must appoint a DPO:

e Public authorities or bodies, except courts

e Controllers or processors whose core activities require
regular/systematic monitoring of data subjects on a large scale

e Controllers or processors whose core activities include processing
on a large scale of special categories of data

The officer can be a staff member or contractor.

¢ Inform and advise on data protection requirements

e Monitor compliance with the data protection law

e Advise organization on data protection impact assessments
e Cooperate with the Information Commissioner's Office

e Serve as contact for individuals and ICO

The DPO must have professional qualities, expert knowledge of data
protection law and practices and the ability to fulfill legally mandated
tasks.

Training or
expertise



https://www.legislation.gov.uk/eur/2016/679/chapter/IV/section/4

DPO REQUIREMENTS

United States

Legal Health Insurance Portability and Accountability
Instrument Act - Section 164.530(a)(1)

Scope HIPAA-covered entities must appoint a DPO.

Tasks Develop and implement the policies and procedures of the entity

Uzbekistan

Legal Law of the Republic of Uzbekistan
Instrument About Personal Data - Article 31

Entities delegate a structural unit or official responsible for ensuring

Scope that data is protected and processed in accordance with the standard.

Training or The "Standard Procedure for organizing the activities of a structural
expertise unit or authorized person" is approved by the relevant state body.



https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
https://lex.uz/docs/4396428
https://lex.uz/docs/4396428

DPO REQUIREMENTS

Uruguay

Legal
Instrument

Law 19670 - Article 40

The following entities must appoint a DPO:

e Public entities

¢ Fully or partially state-owned private entities, and private entities
that process sensitive data as their main business and those that
process large volumes of data (concerning more than 35,000
people)

They can be a staff member or a contractor but must have full access
to personal databases and processing operations.

e Advise on the formulation, design and application of data
protection policies

e Supervise compliance with regulations

e Propose measures to conform to the regulations and

¢ international standards on data protection

e Liaise with the regulator

e Other tasks as assigned, which do not conflict with mandated
duties

Training or A DPO must have the necessary qualifications to perform their duties,
including accredited expertise in law and specialized knowledge in the

expertise protection of personal data.



https://www.impo.com.uy/bases/leyes/19670-2018

DPO REQUIREMENTS

Zambia

Legal
Instrument

Data Protection Act 2021 - Article 48

Data controllers and processors must appoint a DPO "in accordance

Scope with the guidelines issued by the Data Protection Commissioner."

Zimbabwe

Legal
Instrument

Data Protection Act - Article 20

Controllers are not required to appoint a DPO, but those who do may

Scope be exempted from certain notification requirements.

e Ensure that the data controller complies with data protection laws
and regulations

¢ Facilitate requests submitted to the controller

e Coordinate with the DPA



https://www.parliament.gov.zm/sites/default/files/documents/acts/Act%20No.%203%20The%20Data%20Protection%20Act%202021_0.pdf
https://www.potraz.gov.zw/wp-content/uploads/2022/02/Data-Protection-Act-5-of-2021.pdf
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